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3aranbHa HaykoBa npo6nemMa gocnig>keHHA NonArae y BigCyTHOCTIi KOMMEKCHOTO nigxony
[0 NPOEKTYBaHHA NOKasIbHUX aBTOHOMHMX |0T-CUCTEM MOHITOPUHIY Ta KEpyBaHHA, AKi
3a6e3neYyroTb MOBHUM KOHTPOb Ha AaHNMW, aBTOHOMHE BUKOHAaHHA /TIOTiKM aBToMaTu3aLin,
NigBULLEHNN piBeHb 6e3NeKn Ta MOXX/IMBICTb NOAANbLLIOINO PO3LUMPEHHA PYHKLiOHaNnbHOCTI 6e3
3aMe>XXHOCTI Bif 30BHILLHIX XMapHUX cepBiciB.

AKTyanbHiCcTb AOCNIAXKEHHA 3yMOB/IeHa CTPIMKMM NoLwnpeHHAM loT-pieHb y coepi
OOoMalLHbOi Ta 0dicHOI aBTOMaTM3allii, AKi 34e6inblOoro peanisyroTbCa y BUrNani KOMepLUinHUX
XMapoOopieHTOBaHMX eKkocucTeM. Taki pilleHHA CNPOLLYOTh BIPOBaA>KEHHA, ogHaK BogHo4ac
CTBOPHOOTb OOMEXKEHHA LLL0A0 aBTOHOMHOCTI, MPO30POCTi apXxiTekTypu, 6e3neku Ta MOXK/IMBOCTEN
BUKOPUCTaAHHA Y [OCNIAHUNLBKUX | eEKCMEePUMEHTANbHUX cLueHapiax. Y uboOMy KOHTEKCTi 0CO6MBOI
Baru HabyBae po3pobka nokanbHUX cepBepHMX loT-cnucTeM, opieHTOBaHWX HA MPUBATHICTb,
KOHTPO/NbOBaHICTb Ta BiATBOPIOBAHICTb pe3ynbTaTiB.

06’eKkTOM pocnip>keHHsA € npouecu GyHKUioHyBaHHA l[oT-cCMCTEM MOHITOPUHIY Ta KepyBaHHA
CTaHOM MpPUMiLLLEHb AK CKTagHNX KibeppisnuHux cucteM, Lo 3abeaneuytoTb 36ip, NnepenaBaHHA,
06p0obKy Ta BUKOPMCTAHHA CEHCOPHUX AaHUX A1A aBTOMaTU30BaHOro KepyBaHHA NapaMeTpamm
cepepnosuLLa.

MpepmMeToM pocnipg>keHHA € apxiTEKTYPHI Nigxoan, MeToau Ta MoAeni opraHisauii B3aeMogii Mix
KOMMOHEHTaMM fiokanbHOi aBTOHOMHOI loT-cucTteMm, cnpsiMoBaHi Ha 3abe3neyYeHHA aBTOHOMHOCTI
il dyHKLiOHYBaHHA, NigBMLLEHHA PiBHA iHGOpMaUinHOi 6e3nekn Ta edeKTMBHOIO 360py i NOKanbHOI
06pP06KM CEHCOPHUX AaHUX.

MeToto po60TU € po3p0o6NEeHHA Ta HayKOBe OBI'PYHTYBaHHA apXiTEKTYPU | NporpaMHo-anapaTHoOro
KOMMNEeKcy NoKasbHOI aBTOHOMHOI [0T-CMCTEMUN MOHITOPUHTY N KOHTPO/HO CTaHy NPUMILLLEHD,
OpiEHTOBAHOI Ha iHTerpau,ito reTeporeHHUX CEHCOPHUX | BUKOHABYUX MPUCTPOIB, NiATPUMKY
Pi3HOPIAHNX KOMYHiKaLLIMHUX NPOTOKO/IB, okanbHy 06po6bKy Ta 36epiraHHA CEHCOPHMX JaHKX, a
Takoxk 3abe3rneveHHA NiABULLIEHOTO PiBHA iHGOpMaLinHOi 6e3nekn i aBBTOHOMHOIo GyHKLiOHyBaHHA
CMCTEMMW HE3asEXXHO Bif 30BHILLHIX XMapHUX CEPBICIB.

LopnatkoBo MeTa poboTun nepenbavae GopMyBaHHSA NporpamMHoi iHppacTpyKTypu ona
NoganblUOro 3aCToCyBaHHA aHaNiTUYHUX Ta iHTeNeKTyanbHMX METOAIB 06p0BKM AaHNX y MeXkax
nokanbHoi obuncnroBanbHoi nnatpopmm loT-cuctemn.

[nsa pocArHeHHA NOCTaB/IEHOI METU B AMcCepTaLiiHin poboTi po3B’A3aHi Taki OCHOBHI 3aBAaHHA:

e BMKOHAaTW CUCTEMHUI aHasi3 cydacHux loT-TexXHONOriN, apxiTEKTYPHUX Nigxoais Ta
nporpaMHux NnatGopM 3 METOHO BUABIEHHSA 0OMEXKEHb XMapPOOPIEHTOBAHMX PiLlLEHb i
06rpyHTYBaHHA AOLINBbHOCTI 3aCTOCYBaHHA 10KanbHUX aBTOHOMHMX loT-cuctemMm;

e pocnigntn Ta 06rpyHTYBaTH BMBIp KOMYHIiKaLiMHMUX NpoToKoNie i ctaHaapTis loT gns
NOoKanbHUX CUCTEM MOHITOPUHIY 3 ypaxyBaHHAM BUMOT HaLiMHOCTI, MaclwiTaboBaHOCTI,
eHeproepeKkTMBHOCTI Ta CYMiICHOCTI NPUCTPOIB;



e pO3pobuTun y3aranbHeHy HaraTtopiBHEBY apXiTEKTYPY NoKanbHOI loT-cuctemu, Lo
3abesnevye aBTOHOMHe PyHKLiIOHYBAHHSA, MOAY/bHICTb, Bi4MOBOCTINKICTb, TOKaNbHYy
06pobKy gaHMX Ta NiABULLEHUN piBeHb iIHPpOpMaLiMHOi 6e3neku;

e peanisyBaTu NMporpamMHo-anapaTHUI NPOTOTUN NoKasnbHOI loT-cuctemMun 3 iHTerpauiero
CEHCOpPHUX i BUAKOHaBUYMX MPUCTPOIB, cepBiciB 360py Ta 36epiraHHA AaHKMX, a TakoXX
MexaHi3MiB aBToMaTmM3allii Ta KepyBaHHS;

e [0CNIAUTU MOXMBOCTI NoKanbHOI 06pobKKM Ta aHanidy ceHCOPHUX AaHnX y Mexkax loT-
nnatdopMn Ha OCHOBI IHTENPOBAHOIO aHaNITUYHOIO KOHTYPY, LLLO BK/IHOUYAE METOAMN
KnacTepusaliii, NporHo3yBaHHA Ta BUABMEHHA aHOMarnin;

e  OLIHUTM PYHKLiIOHANbHI, ekcnnyaTtauirHi Ta 6e3NeKoBi XapakKTepUCTUKM Po3pobieHoi
CUCTEMMN Ta eKCrepuMeHTanbHO NiATBEPANTU Ti eDEKTUBHICTb NOPIBHAHO 3 XMapHMMU
pilLEHHAMU 3a KPUTEPIAMM aBTOHOMHOCTI, 3aTPUMKN 06p06KK faHMX, PiIBHA KOHTPO/IO Hap,
baHuMK Ta MmacLuTaboBaHOCTI.

Y nepLioMy po3gini guceprauii BAKOHaHO Ornag cy4acHoro ctaHy po3suTky Internet of Things
(loT) Ta npoaHanisaoBaHO OCHOBHI Migxoau Ao NobyaoBu cMCTEM MOHITOPUHTY 1 aBTOMaTM3alii.
PoarnaHyto eBontouito loT-TexHonorin, TUNoBi apxiTeKTypHi Moaeni, cTaHaapT Ta KOMyHiKaLuinHi
npotokonu. NpoaHanizoBaHo NepeBarn Ta 06Me>XXeHHA KoMepUinHuMx loT-ekocmncTeM, a Takoxx
MO>X/IMBOCTI /IOKanbHUX cepBepHUX nnatpopM. OkpeMy yBary npuaisieHo NuTaHHAM 6e3neku,
aBTOHOMHOCTI Ta KOHTPO/IO Haa AaHuMun. 3a peldynbtataMy aHanidy BCTaHOBNEHO, LLLO iCHYHOYi
XMapOOpPIiEHTOBAHI pilleHHA HeAOCTaTHbO NPMAATHI A71A AOCAIAHMLBKUX | NpuBaTHUX loT-cucTtemMm,
L0 A03BOAMA0 chOpMyBaTM AOCAIAHULbKY NporanunHy, NoB’A3aHy 3 HEOOXiAHICTHO TOKaNbHUX
aBTOHOMHUX loT-pilLeHb.

Y apyromy po3gini po3pobneHo apxiTekTypy nokanbHoi |oT-CUCTEMM MOHITOPUHIY Ta KEPYBaHHSA
CTaHOM MpuMiLLeHb. 3anponoHoBaHo 6aratopiBHEBY CTPYKTYPY CUCTEMU, AKA OXOM/KOE PiBEHDb
CEHCOPHMUX i BAKOHABUYMX MPUCTPOIB, KOMYHiKaLiMHWI piBeEHb, piBeHb 360py Ta 36epiraHHA gaHKX,
piBEHb KEpyBaHHS aBTOMaTU3aLis MUK, a Takox NiacncteMy 6eanekmn. O6rpyHToBaHo BUbIp
MPOTOKO/IB B3a€MOAii Ta MPMHLMMIB iHTerpauii KOMMNOHEHTIB 3 ypaxyBaHHAM BUMOT 40 aBTOHOMHOI
po60TK, MiHIManbHUX 3aTPUMOK | TOKa/IbHOr0 BUKOHaHHA /TOTiKN KepyBaHHA.

Y TpeTboMy po34ini po3rnaHyTo NUTaHHA aHanisy AaHux, Wwo GopMyHOTbCA B MPOLECI
dyHKuUioHyBaHHA loT-cnuctemu. NpoaHanizoBaHO MOXKIMBOCTI BUKOPUCTAHHA aHaniTUYHUX Nigxoais
019 OLLIHIOBAHHA CTaHy NPUMILLLEHb, KOHTPO/O NapaMeTpiB MiKPOK/iMaTy, EHEProCnoXKMBaHHA Ta
BUAB/IEHHSA BiaXnUneHb Yy pob0Ti ceHCOpHMX BY3/iB. [1oka3aHO AOUibHICTb NOKaIbHOI 06po6KK
naHunx y Mmexxax loT-cucteMun 6e3 3ayYeHHs 30BHILLHIX XMapHUX CepBiciB, L0 A03BOMAE NiABULLUTH
aBTOHOMHICTb, 3MEHLUMTN 3aTPMMKK Ta 3ab6e3nevnTn Kpawmim KOHTPOAb Ha4 AaHUMMN.

Y 4yeTBEPTOMY pO34i/i peanisaoBaHo nokanbHy loT-cMCTEMY MOHITOPUHTY Ta KepyBaHHA Ha 6ag3i
nnatpopmn Home Assistant. BUkoHaHoO iHTerpauito CEHCOPHMX | BUKOHaB4YMX MPUCTPOIB,
HanalwToBaHO MexaHi3Mun 36opy AaHWUX | peanisoBaHO cLEeHapii aBToMaTmn3allii 3 NoKa/lbHUM
BUKOHaHHAM. [poBeaeHoO ekcnepnMeHTanbHe A0CNiAXKEeHHA po60TN CUCTEMU B peanibHUX yMOBaX,
OUiHEHO 1i cTabinbHICTb, aBBTOHOMHICTb Ta 3pYYHICTb po3LuMpeHHA. OTpuMaHi pe3ynbraTn
NiaTBEPAXKYHOTb ePEKTUBHICTb BUKOPUCTaAHHA N10Ka/ibHOI cepBepPHOi nnaTtpopmm ana nobynosu
aBTOHOMHMUX |OT-CNCTEM MOHITOPUHIY CTaHy NPUMILLLEHb.

HaykoBa HOBU3Ha opep>kKaHUX pe3ynbTaTiB NonArae y cmcreMatmaadii 1a o6rpyHTyBaHHi
apXIiTEKTYPHUX pilleHb An1a NobyaoBM NOKanbHMX aBTOHOMHUX |OT-CUCTEM MOHITOPUHTY Ta
KOHTPO/IO CTaHy NpuMiLLeHb. Y poboTi cbopMoBaHO LinicHWUI Niaxig Ao opraHisauii B3aemMogii Mixx
CEHCOPHUMU NPUCTPOAMMU, KOMYHIKaLLIMHUMKW NPOTOKONaMM Ta NPOrpaMHUMKN KOMNOHEHTaMM



nokanbHoi loT-nnatpopmu 3 ypaxyBaHHAM BUMOT aBTOHOMHOCTI, 6e3nekun Ta KepoOBaHOCTI.
3anponoHoBaHi pilleHHA 403BONAOTb Y3rognTn poboTy Pi3HOPIgHUX MPUCTPOIB i CEPBICIB Yy MeXkax
€0WHOI NoKanbHOI apXiTekTypu 6e3 3a1y4YeHHs 30BHILLHIX XMapHUX CEepPBICiB.

MpakTnyHe 3HaUYeHHA oAep>KaHUX Pe3y/nbTaTiB NOArae y MOXX/IMBOCTi BUKOPUCTaHHA
po3pobneHnx apxiTEKTYpPHMX NiAXoAiB i NporpaMHoi peanisauii nig yac cTBOpeHHs nokanbHUX lol-
CMCTeM aBTOMaTM3aLlii, MOHITOPUHIY Ta KEPYBAHHA iH)KEHEPHUMM NapaMeTpaMmn NPUMILLLEHb.
OTpuMaHi pesynbTat MoXXyTb 6yT 3acTocoBaHi ana nobynosu npmeaTtHMx loT-iHcTanAwuin 3
nigBMLLEHMM pPiBHEM aBTOHOMHOCTI, iHGOpMaLinHOi 6e3neKkn Ta KOHTPO/IO Hag A4aHUMMK, a TakoXK
BMKOPUCTaHi AK OCHOBa A4/1A NO4asnbLUMX A0CAIOXKEHb | eKCnepuMeHTanbHUX Po3pobok y coepi
nokasnbHUX KibepdizaMUHUX CUCTEM.

KnrouoBi crioBa: IHTepHET pedven (loT); apxiTekTypa loT-cuctem; nepmuoepinHi obumcnerHHs (edge
computing); 6e34pOTOBI CEHCOPHI MepeXki; MOHITOPUHT; aBTOMaTU3aulifa; apxiTekTypa po3noaineHunx
CUCTEM; MPOEKTYBAHHA MPOrpaMHMX CUCTEM; MOHITOPUHI HaBKOTULLHBOIO CEPeaOBULLA;
iHpopMauinHa 6e3neka; iHpopMaLirHi cncteMu; iHTeponepabenbHICTb CUCTEM; NHOANHO-
KoMn’toTepHa B3aemogia; Home Assistant.
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Anotation

Yevhenii V. Khomenko. Development of a local IoT system for monitoring and control of
indoor environments based on the Home Assistant platform. Qualification scientific work,
manuscript.

Dissertation for the degree of Doctor of Philosophy in specialty 12.121 Software
Engineering. — Kherson State University, [vano-Frankivsk, 2026.

The general scientific problem addressed in this dissertation lies in the lack of a
comprehensive approach to the design of local autonomous IoT monitoring and control systems
that ensure full control over data, autonomous execution of automation logic, an enhanced level
of information security, and the possibility of further functional expansion without dependence
on external cloud services.

The relevance of the research is determined by the rapid spread of [oT solutions in the
field of home and office automation, which are predominantly implemented as commercial
cloud-oriented ecosystems. Although such solutions simplify deployment, they simultaneously
impose limitations on system autonomy, architectural transparency, information security, and
applicability in research and experimental scenarios. In this context, the development of local
server-based IoT systems focused on privacy, controllability, and reproducibility of results
becomes particularly important.

The object of the study is the functioning processes of [oT systems for monitoring and
controlling indoor environments as complex cyber-physical systems that ensure the collection,
transmission, processing, and utilization of sensor data for automated management of
environmental parameters.

The subject of the study is the architectural approaches, methods, and models for organizing
interaction between the components of a local autonomous IoT system, aimed at ensuring its
operational autonomy, increasing the level of information security, and achieving efficient
collection and local processing of sensor data.

The goal of the work is the development and scientific substantiation of the architecture and a
software-hardware complex for a local autonomous [oT system for monitoring and controlling
indoor environments, oriented toward the integration of heterogeneous sensor and actuator
devices, support for diverse communication protocols, local processing and storage of sensor
data, as well as providing an increased level of information security and autonomous system
functioning independent of external cloud services.

Additionally, the goal of the work involves the formation of a software infrastructure for the
further application of analytical and intelligent data processing methods within the local
computing platform of the IoT system.

To achieve the stated objective of the dissertation, the following main tasks have been addressed:

e to perform a systematic analysis of modern IoT technologies, architectural approaches,
and software platforms in order to identify the limitations of cloud-oriented solutions and
substantiate the feasibility of using local autonomous IoT systems;

e to investigate and justify the selection of [oT communication protocols and standards for
local monitoring systems, taking into account the requirements of reliability, scalability,
energy efficiency, and device interoperability;



o to develop a generalized multi-layer architecture of a local IoT system that ensures
autonomous operation, modularity, fault tolerance, local data processing, and an
enhanced level of information security;

e to implement a hardware-software prototype of a local IoT system with the integration of
sensor and actuator devices, data collection and storage services, as well as automation
and control mechanisms;

» to investigate the capabilities of local processing and analysis of sensor data within the
IoT platform based on an integrated analytical framework that includes clustering,
prediction, and anomaly detection methods;

e to evaluate the functional, operational, and security characteristics of the developed
system and to experimentally validate its effectiveness in comparison with cloud-based
solutions according to the criteria of autonomy, data processing latency, data control, and
scalability.

In the first chapter of the dissertation, the current state of development of Internet of Things
(IoT) technologies is reviewed, and the main approaches to the construction of monitoring and
automation systems are analyzed. The evolution of IoT technologies, typical architectural
models, standards, and communication protocols is considered. The advantages and limitations
of commercial IoT ecosystems, as well as the capabilities of local server-based platforms, are
analyzed. Particular attention is paid to issues of information security, autonomy, and data
control. Based on the results of the analysis, it is established that existing cloud-oriented
solutions are insufficiently suitable for research-oriented and private IoT systems, which makes
it possible to identify a research gap related to the need for local autonomous IoT solutions.

In the second chapter, the architecture of a local IoT system for indoor monitoring and
control is developed. A multi-layer system structure is proposed, covering the sensor and actuator
layer, the communication layer, the data collection and storage layer, the automation control
layer, and the security subsystem. The selection of interaction protocols and principles of
component integration is substantiated, taking into account the requirements for autonomous
operation, minimal latency, and local execution of control logic.

In the third chapter, the issues related to the analysis of data generated during the operation of
the IoT system are considered. The possibilities of applying analytical approaches to assess
indoor conditions, monitor microclimate parameters, energy consumption, and detect anomalies
in the operation of sensor nodes are analyzed. The feasibility of local data processing within the
IoT system without the involvement of external cloud services is demonstrated, which allows for
increased system autonomy, reduced processing delays, and improved control over data storage
and usage.

In the fourth chapter, a local IoT monitoring and control system based on the Home Assistant
platform is implemented. Sensor and actuator devices are integrated, data collection mechanisms
are configured, and automation scenarios with local execution are implemented. An experimental
study of the system operation under real-world conditions is conducted, and its stability,
autonomy, and extensibility are evaluated. The obtained results confirm the effectiveness of
using a local server-based platform for building autonomous IoT systems for indoor condition
monitoring.

The scientific novelty of the obtained results consists in the systematization and substantiation
of architectural solutions for the development of local autonomous IoT systems for indoor



monitoring and control. A comprehensive approach to organizing the interaction between sensor
devices, communication protocols, and software components of a local IoT platform is
formulated, taking into account the requirements for autonomy, information security, and
controllability. The proposed solutions enable the integration of heterogeneous devices and
services within a unified local architecture without involving external cloud services.

The practical significance of the obtained results lies in the possibility of applying the
developed architectural approaches and software implementation in the creation of local loT
systems for automation, monitoring, and control of indoor engineering parameters. The obtained
results can be used to build private [oT installations with an increased level of autonomy,
information security, and data control, as well as serve as a basis for further research and
experimental developments in the field of local cyber-physical systems.

Key words: Internet of Things, IoT architecture, edge computing, wireless sensor networks,
monitoring, automation, distributed system architecture, software system design, environmental
monitoring, information security, information system, system interoperability, human-computer
interaction, Home Assistant.
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